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Corruption impacts all aspects of society. It hampers the efficiency of public services, 
undermines confidence in public institutions and increases the cost of public transactions.  
 
One of the main causes of the corruption is ineffective/weak internal control systems. 
Consistently, the ACC has been receiving complaints of administrative nature. In 2017, 34.7%  
and in 2018, 42.4 % of the total complaints received were shared with the relevant agencies for 
administrative action which to a large extent is an indication of the ineffectiveness/weak or 
poor implementation of the internal control systems, corruption risk management and internal 
audits. It is therefore, of critical importance for public sector organizations to ensure that their 
“lines of defense” against fraud and corruption are strong and based on sound corruption risk 
management, internal controls, and internal audit activities. This comprehensive approach 
allows organizations to pre-emptively tackle potential corruption, detect integrity violations, 
continually monitor and improve controls over time, and more swiftly adapt to changing 
contexts and risks.   
 
Corruption Risk Management (CRM) is a self- assessment and management tool that facilitate 
identifying potential fraud and corruption risks in organization and preventing them 
proactively through strengthening its internal control systems. Corruption risk assessment 
provides better understanding of exposure to risks so that informed risk management 
decisions can be taken by organizations.  
 
CRM is one of the primary corruption prevention tools pursued by the Anti-Corruption 
Commission since 2010. The overall methodology of CRM was developed and adapted based on 
the international standards of risk management such as COSO Enterprise Risk Management 
Framework and ISO 31000:2009 Risk Management Principles.   
 
This CRM manual provides a step-by-step guide for CRM facilitators for conducting CRM in 
respective organizations. The manual highlights the fundamental principles that can be used to 
identify, evaluate and mitigate corruption risks.  The manual was developed in 2018 with the 
technical support of an independent consultant. 
 
In collaboration with the Ministry of Finance, CRM functions have now been integrated in the 
roles of the Internal Auditors.  
 
Leadership commitment is key to the success of an effective CRM. CRM should not be a stand- 
alone strategy or one-time exercise but must be integrated in the overall governance strategy.    
  
Tashi Delek! 
 
 
 
 

(Kinley Yangzom) 
                                                                                                                            Chairperson 

 
 

 
 

 
 
  

 
 
 
 

FIGHTING CORRUPTION IS A COLLECTIVE RESPONSIBILITY 
THIMPHU, BHUTAN. Post Box No. 1113, Tel: +975-2-334863/64/66/67/68/69 Fax No. 334865, Website: www.acc.org.bt 

“LEAD BY EXAMPLE” 

“If you care, you will dare” 

དདཔཔལལ་་��ནན་་འའ��གག་་གག��ངང་་།།ངངནན་་��དད་་བབཀཀགག་་��ོམོམ་་��ནན་་ཚཚ��གགསས།།  

ROYAL GOVERNMENT OF BHUTAN 
ANTI-CORRUPTION COMMISSION 

‘NATION’S CONSCIENCE’ 
 
 
 

                                                                                                                    6th September 2019 
                                                             Foreword  
 
Corruption impacts all aspects of society. It hampers the efficiency of public services, 
undermines confidence in public institutions and increases the cost of public transactions.  
 
One of the main causes of the corruption is ineffective/weak internal control systems. 
Consistently, the ACC has been receiving complaints of administrative nature. In 2017, 34.7%  
and in 2018, 42.4 % of the total complaints received were shared with the relevant agencies for 
administrative action which to a large extent is an indication of the ineffectiveness/weak or 
poor implementation of the internal control systems, corruption risk management and internal 
audits. It is therefore, of critical importance for public sector organizations to ensure that their 
“lines of defense” against fraud and corruption are strong and based on sound corruption risk 
management, internal controls, and internal audit activities. This comprehensive approach 
allows organizations to pre-emptively tackle potential corruption, detect integrity violations, 
continually monitor and improve controls over time, and more swiftly adapt to changing 
contexts and risks.   
 
Corruption Risk Management (CRM) is a self- assessment and management tool that facilitate 
identifying potential fraud and corruption risks in organization and preventing them 
proactively through strengthening its internal control systems. Corruption risk assessment 
provides better understanding of exposure to risks so that informed risk management 
decisions can be taken by organizations.  
 
CRM is one of the primary corruption prevention tools pursued by the Anti-Corruption 
Commission since 2010. The overall methodology of CRM was developed and adapted based on 
the international standards of risk management such as COSO Enterprise Risk Management 
Framework and ISO 31000:2009 Risk Management Principles.   
 
This CRM manual provides a step-by-step guide for CRM facilitators for conducting CRM in 
respective organizations. The manual highlights the fundamental principles that can be used to 
identify, evaluate and mitigate corruption risks.  The manual was developed in 2018 with the 
technical support of an independent consultant. 
 
In collaboration with the Ministry of Finance, CRM functions have now been integrated in the 
roles of the Internal Auditors.  
 
Leadership commitment is key to the success of an effective CRM. CRM should not be a stand- 
alone strategy or one-time exercise but must be integrated in the overall governance strategy.    
  
Tashi Delek! 
 
 
 
 

(Kinley Yangzom) 
                                                                                                                            Chairperson 

 
 



CONTENTS

01 Introduction               1

02 Section 1. Planning and Understanding Management’s 
Expectation             4

Section 2. An Overview of Corruption Risk Management (CRM)
Approach              603

04
Section 3. Process of CRM         10
Establish Context             10
Corruption Risk Assessment: The CRM Workshops         18
Approach and Participants            19
Corruption Risk Assessment Process: The 7 Step Process        20

05 Section 4: Exiting and adoption of CRM Action Plan      40

06 Section 5: Monitoring and Evaluation        44

07 Section 6: Reference Note for CRM Facilitator/Team     47

References           80

Appendices           50



5

References           80

01
Introduction





1

Every choice we make in the pursuit of objectives has its associated risks. From day-to-
day operation to the fundamental strategic decisions, dealing with risk in these choices 
is a part of decision making. Risk as defined by ISO 31000:2009 Risk Management 
Principles and Guidelines is “The effect of uncertainty on the objectives”. Risk is often 
characterized by reference to potential events and consequences, or a combination of 
these. It is often expressed in terms of a combination of the consequences (impacts)
of an event and the associated likelihood (frequency) of occurrence. Similarly, 
corruption risk is the possibility (likelihood) of corrupt practices and the potential 
effect (impact) of such risks in an organization. The center of risk management is very 
much in conducting an effective prevention measures towards risks “uncertainty”. In 
the context of risk management, prevention measures are closely related to internal 
controls. The focus on the effectiveness of internal controls form the center of risk 
management.

The overall approach of Corruption Risk Management (CRM) follows this fundamental 
principle of risk management. CRM is a self-assessment and management tool that 
helps identify and estimate the likelihood of particular forms of corruption within an 
organization and its external interactions, the effect such corruption might have to the 
organizational performance, reputation, employees’ morale, etc. and facilitate design 
treatment options, embedding corruption prevention strategies in the overall internal 
governance system of an organization or business.

The objectives of the CRM are primarily to:

• Use as a risk-based management tool for corruption prevention –with the focus 
on managing the potential impact of corruption risks on the strategic objectives 
of an organization;

• Develop corruption risk profile through a structured risk assessment approach and 
embed corruption prevention strategies as part of the overall governance strategy 
of an organization; and

• Serve as an effective medium to engage stakeholders in corruption prevention-
establishing ownership through healthy discourse. Engagement with the 
stakeholders and top management of an organization is the key to a successful 
CRM.

Scope

CRM can be conducted by any organization or enterprise irrespective of their nature, 
size and location, etc. It can be conducted either based on vulnerability of the service, 
incidences of corruption or during initiation of new systems. Typically, CRM can be 
conducted within 2-3years in an organization.
The Anti-Corruption Commission shall be the ultimate competent authority in 
providing technical advisories relating to CRM implementation in organizations.

01Introduction
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This “how to” CRM manual provides a step-by-step practical guide for CRM 
facilitators for conducting CRM. The manual is prepared drawing on the reference 
guides: “A Guide for Anti- Corruption Risk Assessment”–by United Nations Global 
Compact Office; ISO 37001:2016 Anti- Bribery Management System; ISO 31000: 
2009 Risk Management – Principles and Guidelines; and Committee of Sponsoring 
Organizations (COSO) Enterprise Risk Management 2017.

It contains six sections viz. i) Planning and understanding management’s expectation, 
ii) Overview of CRM Process, iii) CRM Process, iv) Exiting and Adoption of CRM 
Action Plan, v) Monitoring & Evaluation, and vi) Reference Note for CRM Facilitator/
Team. Each section is further detailed into sub-sections consisting of the objectives, 
approaches and expected outputs.

01 Introduction

Some Parameters to determine vulnerability of the services to corruption:

• Huge Budget allocation;
• Complexity of the service;
• Monopoly of power or service (example: end-to-end roles);
• Absence of Accountability and Transparency; and
• Interface with Public.

Note: This CRM manual is not prescriptive. Some procedures and standards 
outlined may not be directly applicable to some organizations. Using the 
overall framework outlined in this manual, risk assessment approach must 
be designed/customized based on the nature, size, location, leadership 
commitment and ethical culture, etc. of an organization.
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Key considerations for CRM Planning:

Once the CRM implementation plan has been shared to the organization/department, 
the CRM team thereafter needs to communicate, discuss and obtain relevant 
information from the management of the organization in determining the expectation 
of the top management, the level of integrity, external and internal factors, strength 
of internal controls, understanding of the vision, mission and strategic goals and 
implication of corruption risks on the strategic goals.

To establish clarity about the roles and responsibilities of both the parties, enrich the 
CRM plan and understand the expectation of the top management, the CRM team 
can launch familarization meeting with the top management prior to the launching of 
CRM exercise, if necessary.

Section 1. Planning and Understanding Management’s Expectation

The coordinator or facilitators involved must ensure the following before the 
conduct of CRM:

• Present plan and proposal to the management;
• Identify Core Team with clear roles and responsibilities;
• Communicate to the organization/department concerned or send 

formal letter before a month if it is a proactive CRM;
• Respond within one week if it is requested from the organization;
• Follow up with organization/department concerned and confirm dates, 

venue,etc.;
• Prepare presentation slides and program for CRM implementation; 

and
• Share the program to the focal person of organization/department 

concerned and discuss on logistic arrangements such as 
refreshments/lunch, TA/DA, etc. for the participants.

All communication/follow up records has to be maintained in CRM file for 
future reference.

02
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The overall approach for CRM is adapted from the COSO Enterprise Risk Management 
Framework 2017. The CRM approach consists of three broad processes as illustrated 
in Figure 1.

Figure 1: Three processes of the CRM.

2.1.  Establish Context: Understanding organization and planning for risk   
assessment 

Understanding the context of organization in 
terms of its nature of function, culture, size, 
location and its associated risk factors is a 
prerequisite for designing an effective 
corruption risk assessment approach. 
Organizations dealing with regulatory 
functions will have a very different risk 
profile than those dealing with day-to-day-
service deliveries. Similarly, organizations 
based in strategic locations may not see the 
same forms of corruption with organizations 
based in non-strategic areas. Thus, it is 
important for the CRM facilitators to 
understand the organization to facilitate and 
design effective risk assessment criteria and 
approaches prior to the launching of CRM.

This process involves the initial work on understanding the external and internal factors 
to be considered when managing corruption risk in an organization, determining the 
level of integrity, assessment criteria and identification of stakeholders to be involved 
in the corruption risk assessment process. A structured approach for establishing 
organizational context is outlined in section 3.1.

Section 2. An Overview of Corruption Risk Management Approach

Establish 
context

Risk 
Assessment Monitoring 

03

Figure 2: Context of Organization 



2.2.  Risk Assessment: Risk Identification, Assessment and Adoption of Action 
Plan

The second stage of CRM process is conducting Corruption Risk Assessment. This 
process involves the identification of corruption risks, the risk factors, measurement 
of risk impact and likelihood against the pre-determined risk criteria, linking the 
risk factors to corruption prevention controls and evaluates the effectiveness of these 
controls. This stage also involves developing a corruption risk profile by ranking the 
identified corruption risks and developing the risk action plans. The 7-Step Process 
has been developed as a guideline to conduct corruption risk assessment. Details 
covered in section 3.2.

Figure 3: Risk Assessment Process 

7
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2.3.  Monitoring and Evaluation: Progress of Action Plan  and itsResults 

The final stage of CRM process is the monitoring and evaluation of the risk profile, 
factors and implementation of risk action plan.

Evaluation broadly involves undertaking a review to determine the suitability, 
adequacy and effectiveness of the CRM action plan and the efforts and commitment 
of the management in corruption prevention.

Section 2. An Overview of Corruption Risk Management Approach03
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3.1.  Establish Context

This section elaborates the detail processes or approaches, objectives and expected 
output of the above three broad CRM processes.

An in-depth prior knowledge on the context of an organization and its associated 
risk factors by the CRM team is one of the critical success factors for an effective 
corruption risk assessment. This section explains the key element, detail processes 
involved and tools that can be used for establishing the context of an organization. 
This process (Establish context) can be conducted through desk research, surveys 
and face-to-face interviews/consultations with the relevant staff of the organization 
concerned depending on the accessibility of information and location, etc.

An average of 15 working days will be required for CRM facilitator/team to carry out 
the detail study on organizational context.

3.1.1.  Identification of Key Processes linked to Strategic Goals 

Organization considers “business or core strategy” context when developing 
corruption prevention strategy. The corruption prevention strategy in the context of 
management shall be linked or related to the vision, mission and core values of the 
organization to gain the buy-in and commitment. A top-down approach to link the 
objectives, strategies, and key processes (Functions/Units) can be used to provide an 
understanding of the relationship of business context with potential corruption risks.

The CRM facilitator/team can conduct desk research on the functions, structure, 
governance strategies including statutory requirements, values, vision, mission, 
resource/budget allocation, key processes and study how these key processes are 

Objectives:

	Understand the context of an organization-vision, 
mission, strategies, core activities, leadership 
commitment, ethical culture, etc;

	Understand expectation of the top management;
	Determine the level of integrity;
	Identify corruption risk factors (External & Internal); and
	Determine/Establish Corruption Risk Management Context.

Section 3. Process of CRM04
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linked to its overall strategic goals. The team may also consult/conduct face-to-face 
interaction with relevant staff of an organization. The objective of this activity is to 
understand the overall governance strategy or ethical culture of an organization 
and identify key processes that are critical for CRM. See appendix 1.

Once the key processes are identified, identify potential corruption risks linked to 
each key process. Process analysis is carried out over the key processes identified. 
The purpose of process analysis is to help the CRM facilitator/team understand 
the functions of key processes and their relation to potential corruption risks. See 
appendix 2.

 
Note: While conducting the key process analysis, the team can also use insight 
information of the past corruption incidences, other ethical breaches and conduct 
consultation/interviews with the stakeholders/service-users, if appropriate.

Figure 4. Structured guiding points for conducting process analysis.

04Section 3. Process of CRM
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3.1.2.  Determine the level of Integrity

The next step is determining the level of integrity of an organization. Understanding 
the level of integrity of an organization will provide guidance for developing suitable 
CRM action plan.

In this process, the CRM facilitator/team should establish clarity on:

•	 What does integrity mean for an organization and how they demonstrate 
integrity?

•	 What is the level of integrity of an organization?
•	 How would the changes in the level of integrity or corruption impact on 

the achievement of the strategic objectives?

The level of Integrity can be categorized in three levels as shown in Table 1.

Categories Description
Suggested 

guidance for 
action plan

Satisfactory 	No integrity issues.
	External stakeholders generally 

consider the organization as a trusted 
organization.

	Internal stakeholders generally 
understand and are aware of the 
importance of integrity.

Safeguarding.

Need 
improvement

	Minimal or tolerable level of integrity 
issues.

	External stakeholders generally 
accept some minor issues of trust; 
agreed that some improvement are 
needed.

	Internal stakeholders are committed 
to improvement.

Proactive actions.

In crisis 	Major integrity issues exposed.
	External stakeholders raise major 

concerns about the trustworthiness of 
the management.

	Internal stakeholders are ignorant, 
complacence or against the 
implementation of corruption 
prevention measures.

Drastic and 
immediate actions.

Table 1: Levels of Integrity.

Section 3. Process of CRM04
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The sources to determine the level of integrity are, but not limited to:

1. Score of Integrity Diagnostic Test or Agency's Score of the latest National Integrity 
Assessment (if applicable) See appendix 3;

2. Annual Audit Reports for the last 3 consecutive years;
3. Complaints received by ACC in the last 3 consecutive years; and
4. Internal Audit Reports, etc.

Integrity 
Parameters

Scoring Criteria

Satisfactory/    
Score (3)

Need 
Improvement/

Score (2)
Crisis/Score (1)

IDT Score Score: 84% or more. Between 63-83 %. 62 % or less.

NIA Score Score: 8.1 or more. Between 8-7. 6.99 or less.

Complaints 
received by 
ACC

No complaints 
received in the 
last 3 consecutive 
years/Complaints 
dropped.

Complaints being 
shared for action 
(administrative 
lapses).

Complaints 
being qualified 
for investigation.

Annual Audit 
reports

No Audit 
Observations in the 
last 3 years.

Audit 
observations 
relating to 
shortfalls, lapses 
& deficiencies.

Audit 
observations 
relating to 
embezzlement/
cases referred to 
ACC.

Table 2: Sample Criteria/formula for determining the level of integrity.

Score Calculation:

Formula: Total Scores of the 4  
      Integrity Parameters

 No. of Integrity Parameters

Example: 9/4=2.3

Thus, Organization's level of 
Integrity: Need Improvement

How to determine the level of integrity of an organization using data from the above sources?

04Section 3. Process of CRM
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3.1.3.  Determine External and Internal Factors

The CRM team shall determine the external and internal factors that are relevant 
to the objectives of corruption prevention/CRM. These issues will include, without 
limitation, the following factors:

•	 The vision, mission, core values of the organization;
•	 The strategic goals, strategic plans and objectives;
•	 Key performance indicators to measure achievements;
•	 Initiatives on corruption prevention and the respective KPIs;
•	 The reasons for conducting corruption risk assessment;
•	 The nature, scale and complexity of the organization activities and 

operations;
•	 The size, structure and delegated decision-making authority of the 

organization;
•	 The locations and sectors in which the organization operates or 

anticipates operating;
•	 The entities over which the organization has control, and entities 

which exercise control over the organization;
•	 The organization's business associates, example: vendors, 

contractors, suppliers, consultants, and joint venture partners;
•	 The nature and extent of interactions with public officials. For public 

sectors, the interactions with the public and private sectors;and
•	 Applicable statutory, regulatory, contractual and professional 

obligations and duties.
(Source: ISO 37001:2016ABMS)

Note: IDT can be conducted either through online (using google form) or by 
organizing a short session depending on the awareness level of the employees 
on IDT. If IDT is conducted for the first time in an organization, it is important 
to conduct it as a dedicated 1-2 hours session with short presentation/briefing 
on the IDT and its objective.

The above given formula for calculating the level of integrity is only a basic 
quantitative analysis as there is no standard formula for calculating the level 
of integrity. The CRM facilitator may like to apply one’s logical judgment 
based on the availability of information and knowledge on the organization 
concerned.

Section 3. Process of CRM04
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External Factors: The external factor is anything, including the external stakeholders, 
outside of the organization that can influence the organization’s ability to achieve its 
strategy and objectives.

Categories External factors characteristics

Political
The nature and extent of government intervention and influence, 
including tax policies, labor laws, environmental laws, trade 
restrictions, tariffs, and political stability.

Economic
Interest rates, inflation, foreign exchange rates, availability of 
credit, GDP growth, average household income, unemployment 
rates, trade balances, industry/ segments growth, GNH, etc.

Social
Customer needs or expectations, population demographics such as 
age distribution, educational levels, distribution of wealth, social 
or society/community development.

Technological R&D activity, automation, technology incentives, rate of 
technological changes or disruption.

Legal Laws examples, environments, employment, consumer, health 
and safety, regulations, industry standards.

Environmental Natural or human-caused catastrophes, climate change, changes in 
energy consumption regulations, attitudes toward the environment.

Table 3: A PESTEL Model approach to determine external risk factors.   (Source: COSO ERM2017)

Internal Factors: An organization’s internal environment is anything inside the 
organization that can affect its ability to achieve its strategic and objectives. Internal 
stakeholders are those people working within the organization who directly 
influence the organization. Example: Board Directors, Management and other staff.

Categories Internal factors characteristics
People Knowledge, skills, attitudes, relationships, values, culture, etc.
Process Activities, tasks, decision-making processes and procedures.
System Policies, standards and systems adopted by the organization.

Governance Structures, roles, accountabilities, perceptions, values and culture.
Strategy Objectives and the strategies that are in place to achieve them.

Resources Capabilities of the organization in terms of resources and 
knowledge: assets, equipment, budget, property, etc.

Table 4: Internal factors in the context of corruption prevention. (Source: COSO ERM2017)

04Section 3. Process of CRM
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3.1.4.  Understand Risk Management Context and prepare for Risk Assessment

The final stage of context establishment involves determining/developing risk 
assessment criteria and preparing for corruption risk assessment. This stage involves 
the following activities:

	Defining the basic risk assessment parameters/criteria;
	Setting the scope and criteria for CRM process;and
	Establishing clarity about the CRM objectives, risk criteria, risk assessment 

programme.

Once the CRM team completes conducting desk research and analysis on organizational 
context, the next step is to prepare for the Corruption Risk Assessment. This includes 
the following activities:

	Defining roles and responsibilities of the teams (CRM team and client/
organization’s team);

	Defining and agreeing on the extent of risk management activities to be 
carried out- including specific inclusions and exclusions, locations, and 
time;

	Defining the risk assessment methodologies including the personnel to be 
involved in the process;

There are two levels of corruption risk assessment. The overall corruption risk 
identification and assessment must consider these aspects:

a. Overall Governance and Integrity Environment: Consider the risk 
of corruption due to its external factors and its governance strategies or 
ethical culture. This considers the following factors:
i. Political, social, economic and legal environment in which the 

organization operates;and
ii. Consider the level of integrity (Satisfactory, Need Improvement or 

Crisis).

b. Operational Environment which focuses on:
i. Corruption schemes, root causes, and the associated controls;and
ii. The processes-example: procurement, payroll, asset management, 

financial statements, cash handling, contract management, legal, 
human resources, technology, etc.

This risk analysis or assessment can be conducted using a top-down approach 
which was already covered in the earlier sections. This information can be 
used during CRM workshops.

Section 3. Process of CRM04
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	Defining the risk assessment criteria and agreeing to it;
	Identifying and specifying the decisions and actions that have to be made;and
	Identifying scoping or framing the studies needed, objectives and resources/

logistic arrangements required for CRM exercise.

The CRM team is required to work with client/organization’s team in deciding/
finalizing the risk assessment criteria for CRM which includes:

i. The nature and types of consequences to be included and how they will be 
measured- example:
	Financial loss, damage on the reputation/image, legal, safety, security, 

management effort, resources, etc;and
•	 Risk Rating Criteria for Consequences-CRITICAL, MAJOR, 

MODERATE, MINOR, INSIGNIFICANT.
ii. The way in which Likelihood (probabilities) will be expressed or measured-

example: ALMOST CERTAIN, LIKELY, MODERATE, UNLIKELY, RARE;
iii. How the ranking (risk rating) will be determined example-HIGH, 

SIGNIFICANT, MODERATE, LOW;
iv. Criteria for evaluating the effectiveness of existing internal controls –

SATISFACTORY, SOME WEAKNESSES, WEAK;
v. The criteria by which it will be decided when a risk needs treatment–for 

example, TERMINATE, REDUCE, ACCEPT; and
vi. The criteria for deciding when a risk is acceptable and/or tolerable–RISK 

APPETITE.

The examples of risk criteria to be used in CRM and calculating Inherent Risk Rating 
(likelihood and Impact ratings) are provided in Figure 8, 9 & 10. Figure 9 & 10 also 
provides an example of a 5x5 Risk Rating Matrix.
For this process, the CRM team can conduct a session of 2-3 hours (Commencement 
Meeting) with the management team of the organization concerned to present the 
preliminary findings such as potential risks, critical success factors for the CRM, 
overall CRM programme, including staff to be involved and the draft risk assessment 
criteria for the management to agree on it. A critical feature to the success of CRM is 
usually the buy-in of senior managers and others charged with governance including 
Board of Directors. Without such high level support, risk assessments can lose 
momentum, avoid critical issues, and impair quality by other executives and managers 
choosing not to participate. Thus, it is important to understand the expectations and 
concerns of the top management in terms of corruption prevention. For this, the CRM 
team can conduct Strategic Interviews with the top leaders and staff charged in critical 
functions See appendix 4.

04Section 3. Process of CRM
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3.1.5.  Outputs

The ultimate output of this stage (Establish Context) includes establishing:

	The Level of integrity;
	External and Internal factors;
	Key processes linked to strategic objectives;
	Potential corruption risks linked to key processes;and
	Risk rating criteria for impact and likelihood ratings.

The above outputs should be recorded in the “Business Understanding Document” 
(BUD), which should be the master document file for CRM implementation in an 
organization See appendix 5. The document can be updated periodically based on the 
changes in the risks and information of an organization for future reference.

3.2.  Corruption Risk Assessment: The CRM Workshops

Once the scope, objectives and risk assessment criteria are finalized and agreed, 
the next step is to conduct corruption risk assessment. This section illustrates the 
approach for conducting Corruption Risk Assessment.

Objectives:

	 Identify corruption risks – identify corruption risk in accordance 
with the Anti- Corruption Act of Bhutan, 2011 (corruption offences) 
and the general definition of corruption. This steps also involve 
identifying the root causes of corruption risks and schemes;

	Measure corruption risks – corruption risks are measured by 
comparing the likelihood and impact of the risk against a risk matrix;

	Evaluate control effectiveness – the effectiveness of internal 
controls are evaluated whether it is satisfactory, some weaknesses 
or weak;and

	Develop risk profile – corruption risk profile is developed after the 
ranking of each risk (High, Significant, Moderate, or Low).

Section 3. Process of CRM04
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3.2.1.  Approach and Participants

There is no single standard approach for conducting risk assessment. Unlike other risk 
assessments,corruption risk assessment is inherently typical due to its sensitive nature. 
Corruption risk assessment approach must be designed based on the organization’s 
ethical culture, openness to corruption prevention and level of knowledge of 
corruption by its employees. Corruption risk assessment can be conducted through 
workshops and focus group discussions with the risk owners. Generally, 2 days of 
CRM workshop can be conducted depending on the size of an organization. Each 
workshop should engage not more than 30 employees/risk owners to facilitate quality 
discussion. If required, focus group discussions with the risk owners can also be 
conducted to enrich and validate the findings from CRM workshop.

Participants to be involved in the risk assessment process:

Engaging a wide range of stakeholders is critical for risk assessment. A successful 
risk assessment would include participation and input from participants with adequate 
knowledge of the organization’s operations that have exposure to corruption risks and 
key processes and its operations. In addition to senior staff (Chiefs/Unit Heads), staff 
in critical functions such as Legal, Internal Audit, Finance/Accounts, Procurement, 
Human Resources must be included in this process. It is valuable to involve individuals 
at different levels (mixed of senior and junior staff from each process) within an 
organization. Senior staff often knows how key processes/functions are supposed to 
operate while junior staff may know how they operate in practice. It is also important 
to include staff from regional offices/operating units and its stakeholders, if possible.

Note: Top Management or Leaders example: General Manager, Director 
and above position levels should not be included in CRM workshops as their 
presence may impede open and frank discussion. It is also critical for the CRM 
team to understand and identify employee against whom organization has taken 
disciplinary actions as this may impair quality discussions.
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3.2.2.  Corruption Risk Assessment Process: The 7 Step Process 

The 7 Step Process can be used to conduct corruption risk assessment during CRM 
workshops. Figure 3 & 5 illustrates the overall process of the 7-Step and its details 
are explained in the following sections. Maintain a risk register for each corruption 
risk identified.

3.2.2.  Step 1: Identify Corruption Risks

Understanding corruption and its various forms in an organization is the basis for 
designing an effective anti-corruption programme.

Corruption is defined broadly as abuse of entrusted power for private gain. In Bhutanese 
context, corruption refers to the offences as prescribed in the Anti-Corruption Act of 
Bhutan 2011, Figure 6. The identification of corruption risks must be confined to 
these corruption offences.

Figure 5: The 7-Step Process of Corruption Risk Assessment.
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The outputs of the 7 Step Process can be recorded serially in a Risk Register. An 
illustration of Risk Register for each step is given in Step 2 (A) & Step 2 (B) as:

Department/Key Process/Unit: Procurement

Risk 
No.

Step 1 Step 2 (A) Step 2 (B)

Corruption Risk Corruption 
Scheme

Root Causes

1
Bribery by Vendors to the 
officials to secure contract.
Step: 2

Table 5: A Sample Risk Register for Step 1(Risk Identification). 

Examples of corruption risks and schemes are provided in appendix 13.

3.2.2.  Step 2 (A) : Determine root causes and Corruption Schemes 

Essentially asking 2 questions:
	Why would corruption occur at your organization – ROOTCAUSES
	How would corruption be perpetrated at your organization – CORRUPTION 

SCHEMES 
Determining root causes and corruption schemes with clarity will assist us in 
determining the associated internal controls and related corruption risk action plans. 
In general, corruption/fraud arises due to 3 main causes:

1. Weak Internal Controls;
2. Poor enforcement;and
3. Acceptance culture.

●	Abuse of functions
●	Abuse of privileged information

●	Embezzlement of fund & property ● Trading in 
influence ● Bribery ● Possession of unexplained 
wealth ● False claims by public servants ● Failure 
to declare Conflict of Interest ● False declarations 
with a view to conceal ● Money Laundering ● 
Concealment of corruption proceeds ● Offence 
relating to witnesses ● Participation in an offence.

Figure 6: Major Corruption Offences Source: Anti-Corruption Act of Bhutan 2011
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To fix number 3 (Acceptance culture), number 1 & 2 must be fixed first.
Some of the ways to illustrate/determine root causes or risk factors are given below:

a. Klitgaard’s Corruption Formula

b. Fraud Diamond Theory (Wolfe and Hermanson (2004) and Ruankaew (2016))

This fraud diamond theory defines 4 elements and conditions (risk factors) that 
allow for fraud to occur: Pressure, Opportunity, Rationalization and Capability. 
When applying fraud diamond theory to assess the risks of corruption, the following 
elements should be taken into account:

	For e.g. perceived financial pressure, or incentives (e.g. pressure to meet 
financial targets, client’s expectation, sales target);

	For e.g. perceived opportunity to commit an act of corruption with a low 
likelihood of detection (e.g. monitoring/controls that are perceived to be 
ineffective, or very complex corporate structure); and

	For e.g. rationalization or Attitudes(e.g. history of illegal practices in an 
organization, such as competitors pay bribes, no one will find out, if I don’t 
do this I’ll lose the contract and my job, low staff morale).

	For e.g. an opportunity for fraud exits and a right person is in place to 
understand that weakness and exploits it.

Corruption = (Monopoly + Discretion)
– Accountability - Integrity - Transparency

Figure 7: Fraud Diamond Theory
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Department/Key Process/Unit: Procurement
Risk 
No.

Step 1 Step 2 (A) Step 2 (B)
Corruption Risk Corruption Scheme Root Causes

1 Offer bribe to the 
officials by the 
vendors to secure 
contract.

Offer intentional gifts to 
the procurement officer;

Improper monetary 
payment by the vendors 
to the Tender Evaluation 
Committee members.

Unethical 
Local business 
environment; 
Weak internal 
control system to 
check bribe.

Reputation 
loss;

Legal 
consequences 
(investigation).

3.2.2.  Step 2 (B): Determine Consequences / Impacts

Consequences or impact arising from corruption risk will be referred to a set of pre-
determined impact parameters .Essentially, one shall ask,“what are the damages 
caused by corruption risk?”. In the context of CRM, we take only the negative side 
of the risks-damages/losses caused by the risks. It is not possible to gain opportunity 
from corruption risks.

Department/Key
Process/Unit: Procurement

Risk 
No.

Step 1 Step 2 (A) Step 2 (B)
Corruption Risk Corruption Scheme Root Causes

1 Offer bribe to the 
officials by the 
vendors to secure 
contract.

Offer intentional gifts to 
the procurement officer;

Improper monetary payment 
by the vendors to the Tender 
Evaluation Committee 
members.

Unethical 
Local business 
environment; 
Weak internal 
control system to 
check bribe.

Reputation loss;

Legal 
consequences 
(investigation).

Table 7: A Sample Risk Register for Step 2 (B) (Determining Consequences).

Examples of impact parameters that have relation to the strategic objectives of an 
organization, without limitation, are the following:

	 Financial loss
	Reputation loss
	Loss of trust in organization
	Quality of services
	Legal or litigations
	 Safety

	Health
	Environmental
	 Security/sovereignty
	 Productivity
	Achievement of programs’ 

objectives

Table 6: A Sample Risk Register for Step 2 (A) (Corruption Schemes/Root Causes).
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3.2.2. Step 3: Inherent Risk Rating

Risk Rating: This step assesses corruption risk against a Risk Matrix of Likelihood 
and Impact by giving a risk rating to each of the corruption risk identified in Step 1. 
The process of risk rating involves evaluating the likelihood of occurrence of risk 
with the impact/ consequences of corruption risk against a risk matrix.
Generally, Corruption risk rating is evaluated based on the determined risk appetite 
of an organization. The purpose of rating corruption risk is to prioritize the responses 
(action plans) in a logical format.

The Corruption Risk Rating constitutes the following two components:

	Rating corruption risk by comparing the probability of occurrence 
(likelihood/frequency) and the potential impact (consequences); and

	Rating corruption risk according to a risk matrix to rank as High; Significant; 
Moderate; and Low.

Figure 8: Risk Rating
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Risk Matrix (5 * 5 Matrix)

A risk matrix is a matrix that is used during risk assessment to  define the level of 
risk by considering the category of probability/likelihood against the category of 
impact/consequence. This is a simple mechanism to increase visibility of risks and 
assist in decision making.

A 5*5 Risk Matrix:

The consequences/likelihood risk matrix is a means of combining qualitative or semi-
quantitative ratings of consequences/likelihood to produce a level of final risk rating.

Inherent Risk:

Inherent risk is corruption risk which comes inherently within business activities or 
process. For example, in procurement process, corruption risk of misusing authority 
by Tender Committee members to favour a supplier which has their personal 
interest, is inherent in procurement process as long as the procurement activities are 
continued.

Figure 9: Risk Matrix Source: ISO 31000:2009 Risk Management Principles &Guidelines.
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Inherent Risk Rating:

	Inherent risk is assessed WITHOUT the consideration of controls in place 
in an organization, i.e. these are the risks that come by virtue of having the 
business operations; and

	Ask the question: “How likely the corruption scheme would happen, in the 
environment where controls are insufficient?”.

a. Rating Likelihood of Occurrence.

	The likelihood should take into consideration that the corruption scheme may 
be perpetrated by an individual, or group of individual acting collusively;

	The time frame – next 12 months (adjust as necessary according to the 
organization’s corruption risk management objectives); and

	Likelihood ranking – ALMOST CERTAIN, LIKELY, MODERATE, 
UNLIKELY, RARE.

Some Factors to consider when evaluating the likelihood of occurrence:

	Nature of the transaction or process (e.g. whether there is any interaction 
with government officials);

	Past incidents of corruption;
	Local corruption culture and environment;
	Type of corruption scheme in the industry;
	Number of individual transaction;
	Complexity of the scheme and the level of knowledge and skill required for 

execution;
	Number of people needed to carry out the scheme; and
	Number of people/steps involved in the approval process.

b. Rating Potential Impact of Occurrence.
The process of assessing the potential impact of corruption scheme is carried out in 
a similar manner to the process for likelihood. The assessment team should evaluate 
the magnitude of the potential impact for each particular corruption risk. Typically, 
this consideration of potential impact covers wide range including financial, legal, 
regulatory, operational, and reputational damage, etc.

Some factors to consider when evaluating potential impact of each risk or scheme includes:

	 Impact of past incidents of the corruption scheme in the organization, if any;
	 Impact of incidents of the corruption scheme in other organizations;
	Potential amount of fines or penalties;
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	The opportunity cost arising from regulatory restrictions on the organization’s 
ability to operate or expand;

	 Impact on operations such as interruption in the organization’s ability to 
transport goods or obtain permits or other required approvals;

	 Impact on recruitment and retention of employees;
	 Impact on retention of customers and future revenues; and
	 Impact on reputation of an organization.

An example of Likelihood and Impact rating parameters/criteria is provided in 
Appendix. 6.

Calculation of Inherent Risk Rating: Combining the likelihood and potential impact 
assessment of each corruption risk results in an assessment of inherent corruption risk 
rating. An illustrative example is provided in Figure 10.

Figure 10: An illustration of calculating Inherent Risk Rating.

Note: There will be some subjectivity to the assessment of likelihood and 
potential impact and the ratings will be influenced by experience and knowledge 
backgrounds of the assessment team members/participants. The assessment 
may reflect a dominant viewpoint or a level of biasness, rendering the results 
not credible to an objective of CRM. Intervention and remediation may then be 
necessary from the facilitator’s side during the risk ratings.
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Department/Key
Process/Unit: Procurement

Risk 
No.

Step 1 Step 2 (A) Step 2 (B)
Corruption 
Risk Corruption Scheme Root Causes

1 Offer bribe 
to the 
officials by 
the vendors 
to secure 
contract
(Rating- 
Likely)

Offer intentional gifts 
to the procurement 
officer; and

Improper monetary 
payment by the 
vendors to the Tender 
Evaluation Committee 
members.

Unethical 
Local business 
environment; 
and weak 
internal control 
system to check 
bribe.

Loss of 
reputation;
(Rating-Major)

Legal 
consequences 
(investigation) 
(Rating-
Moderate)

Step 3: Inherent Risk Rating
Inherent 
Risk Rating

Likelihood Impact Inherent 
Rating

Likely Major (always 
take the worst 
case scenario)

High

Table 8: A Sample Risk Register for Step 3 (Inherent Risk Rating).

3.2.2.  Step 4: Identify Controls

Considerable emphasis on corruption prevention is placed on the effectiveness of 
internal controls. In risk management concepts, technically speaking, a good risk 
management means that the effectiveness of the internal controls is satisfactory. This 
concept shifts the risk management focus to the identification of associated corruption 
prevention controls and put efforts to the practical implementation of these controls.

Anti-corruption controls are unique, as they go far beyond the typical transaction-
level controls that are most frequently designed to prevent financial errors. Mapping 
controls and other mitigating activities to each corrupt activity or scheme is important 
because the controls should be commensurate with the likelihood and potential 
outcomes (consequences) of corrupt practices.
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Information Gathering:

Information about the internal controls and their effectiveness can be obtained through:

	Review of control and process documentation;
	 Internal audit reports;
	Management reports;
	 Interview process owners;and
	Focus group discussion /workshops.

The process includes verifying with the process owners whether the mitigating controls 
and programmes identified are indeed functioning as per the policy and standards.

Approach:

The approach to identifying the associated controls follow the rule of thumb that all 
causes and corruption schemes identified in Step 2 (A) above are covered:

a) Firstly, by linking to an existing control(s); then
b) Secondly, if no existing controls, by additional (or, new) controls.

In following this structured approach of identifying the associated controls, all the 
causes and corruption schemes will be able to link to one (or more) controls. Additional 
controls, or new controls, will form part of CRM action plan, after the treatment option 
is being decided (Step 7).
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Department/Key 
Process/Unit: Procurement

Risk 
No.

Step 1 Step 2 (A) Step 2 (B)
Corruption
Risk Corruption Scheme Root Causes

1 Offer bribe 
to the 
officials by 
the vendors 
to secure 
contract
(Rating- 
Likely)

1. Offer intentional 
gifts to the 
procurement 
officer; and

3. Unethical 
Local 
business 
environment;

Loss of 
reputation; 
and (Rating- 
Major)

2. Improper monetary 
payment by the 
vendors to the 
Tender Evaluation 
Committee 
members.

4. Weak internal 
control 
system to 
check bribe

Legal 
consequences 
(investigation) 
(Rating- 
Moderate)

Step 3: Inherent Risk Rating
Inherent Risk
Rating

Likelihood Impact Inherent
Rating

Likely Major (always 
take the worst 
case scenario)

High

Step 4: Identify Controls
Existing Internal 
Controls

Corruption
Causes

Scheme/Root Likelihood/
Impact/both

	Gift Rules-
Restriction of Gifts 
from prohibited 
sources and gift 
declaration;

	Employee Code of 
Conduct;

	Tender evaluation 
reports are 
published on 
agency website.

1, 2 & 4 Both

1 & 2
1, 2 & 4

Likelihood 
Impact

Additional/New 
Controls

Table 9: A Sample Risk Register for Step 4 (Identifying Internal Controls).
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In identifying the internal controls, it is imperative for the CRM team to have a basic 
understanding or ability to make a distinction of whether the internal controls can 
deal with either or both a) Likelihood; and b) Impact, of the corruption risk. Some 
examples are given in the Table10.

Likelihood of 
occurrence

	Code of conduct and ethics;
	Standard operating procedures;
	Whistle-blowing channels;
	Internal audit;
	Management reviews;
	Segregation of duties;
	Declaration of assets;and
	Declaration of Conflict of Interest.

Impact of the 
risk

	Integrity pact to recover project costs from contractors-
to cover impact of financial loss;

	Disciplinary actions against employees - to help sustain 
the reputation loss; and

	Media strategy – to cover reputation loss.
Table 10: Examples of Controls.

Further, in documenting its controls, the CRM Team and the organization should have a 
clear understanding on a number of possible control classifications. The most common 
classifications of controls are:

	General/Entity-Level Vs. Scheme –Specific Controls;
	Preventive vs. Detective Controls.

a. Entity-level vs. Scheme Specific Controls

Following are some of characteristics of Entity-Level and Scheme-Specific Controls.

General/Entity-Level Controls
	Cover the overall enterprise;
	 Focus on risk factors that have an 

overall impact to the enterprise;
	High-level, not relate specifically to 

any scheme;
	May over-lap with scheme specific 

controls; and
	 Supplement scheme specific controls 

to mitigate corruption risks for a list 
of typical entity-level anti-corruption 
controls.

Scheme-Specific Controls
	Linked closely to the type of 

scheme – more detailed;
	 one scheme can have several 

mitigating controls, while a single 
control can work with more than 
one scheme; and

	Work hand-in-hand with entity-
level controls - an anti-corruption 
risk assessment process that only 
considers scheme-specific controls 
may not be adequately robust.
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b. Preventive vs. Detective Controls

While consolidating the risk mitigating controls, it is also useful to keep in mind the 
purpose of such controls. Most identified controls can be either labeled as preventive 
or detective controls, though some may serve dual purpose. The following are some 
of the characteristics of Preventive and Detective controls:

Some examples of Entity-level, Scheme-Specific, Preventive and Detective controls 
are provided in Appendix 12.

Preventive Controls

	Not all misconduct is intentional – preventive controls plays a role in effective 
mitigation;

	Controls include: clear policies, training, communication, building a strong 
ethical culture and compliance environment;

	Effective in preventing some potential acts of bribery, particularly - small scale 
or those that result from a lack of awareness, fall in grey areas; and

	Not sufficient to discourage or deter a potential willful perpetrator.

Detective Controls

	Help detect the wrongdoing, ideally at an early stage;
	Controls include that a perpetrator may not be aware of, or may not reasonably 

expect;
	Require a degree of “strategic reasoning” to anticipate the behavior of a 

potential perpetrator which includes asking questions such as:
−	 How might a perpetrator exploit the weaknesses in the system of controls?
−	 How could a perpetrator override or circumvent controls?
−	 What could a perpetrator do to conceal a corrupt act?

	Not sufficient to discourage or deter a potential willful perpetrator.

Note: Although keeping the controls tightly mapped to the most likely corruption 
scheme is a practical approach, the CRM Team must be also mindful of the 
bigger picture and should not overlook more general controls or factors that 
have an overall impact on the risk reduction. Such controls can often be high 
level, not necessarily specific to a particular scheme but critical for the overall 
risk reduction.
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3.2.2. Step 5: Evaluate effectiveness of Internal Controls

Rating organization’s risk mitigation controls can be instrumental in determining 
residual risks. A simple qualitative scale can be used to classify each control that 
mitigate a risk or scheme judgmentally as either Satisfactory, Some Weaknesses and 
Weak. Details are explained in Table 11.

Category Description

Satisfactory
Controls are strong and operating properly providing a 
reasonable level of assurance that objectives are being 
achieved.

Some 
weaknesses

Some control weakness/inefficiencies have been identified. 
Although these are not considered to present a serious risk 
exposure, improvements are required to provide reasonable 
assurance that objectives will be achieved.

Weak
Controls do not meet an acceptable standard, as many 
weaknesses/inefficiencies exist. Controls do not provide 
reasonable assurance that objectives will be achieved.

Table 11: Three categories of rating the effectiveness of internal controls.

Approach for Risk Rating:

Each associated control will be evaluated on whether it is a) Satisfactory; b) Some 
weaknesses; or c) Weak; with a reference to either or both:

a) Likelihood; and
b) Impact.

After which, an overall evaluation rating will apply to the effectiveness of the internal 
controls. This approach is a self-assessment which depends on the knowledge and 
experiences of the participants over the control activities.
Other useful information that can assist the CRM Team to determine the effectiveness 
of the internal controls includes:

	 Internal auditors and internal audit reports;
	Management reports;
	Recent cases;
	Minutes of Board of Directors;
	Complaint reports;and
	Process analysis.
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Department/Key 
Process/Unit: Procurement

Risk 
No.

Step 1 Step 2 (A) Step 2 (B)
Corruption 
Risk

Corruption Scheme Root Causes

1 Offer bribe to 
the officials 
by the vendors 
to secure 
contract 
(Rating- 
Likely).

1. 1.Offer intentional 
gifts to the 
procurement officer; 
and

2. Improper monetary 
payment by the 
vendors to the Tender 
Evaluation Committee 
members.

3. Unethical 
Local business 
environment;

4. Weak internal 
control system 
to check bribe.

Loss of reputation;
(Rating-Major)

Legal 
consequences 
(investigation) 
(Rating-Moderate)

Step 3: Inherent Risk Rating

Inherent 
Risk Rating

Likelihood Impact Inherent Rating
Likely Major (always 

take the worst case 
scenario)

High

Step 4: Identify Controls
Internal Controls Corruption 

Scheme/Root 
Causes

Likelihood/Impact 
/both

	Gift Rules-Restriction of Gifts from 
prohibited sources and gift declaration

	Employee Code of Conduct;
	Tender evaluation reports are published 

on agency website.

1, 2 & 4

1 & 2
1, 2 & 4

Both

Likelihood Impact

Step	5:	Evaluate	Control	Effectiveness Level Rating
	Gift Rules-Restriction of Gifts from 

prohibited sources and gift declaration 
(Rating-Some weakness)

	Employee Code of Conduct; (Rating-
Satisfactory)

	Tender evaluation reports are 
published on agency website.(Rating-
Satisfactory)

Satisfactory Some weakness 
(take the worst case 
scenario)

Some weakness
Weak

Table 12: A Sample Risk Register for Step 5 (Evaluate effectiveness of Internal Controls).

3.2.2. Step 6: Residual Risk Rating
After rating the internal  controls that reduce the risk of each corruption scheme, the 
next step is to determine the level of residual risk. Residual risk is calculated based 
on the same basis of inherent risk calculation, after rating the effectiveness of internal 
controls that reduce the risk of each causes or corruption scheme.
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Residual risk = Inherent risk - Controls

The residual risk rating will provide management with an assessment of where its 
greatest exposure to corruption risks may exist. A High and Significant residual risk 
rating would mean that the inherent corruption risk is not substantially mitigated by 
controls, leaving a residual risk that could seriously impact the organization. Similarly, 
a Moderate Residual Risk rating would mean that either the corruption scheme is 
inherently high risk and partially mitigated by controls or inherently moderate risk 
and not substantially or not at all mitigated by the controls. A Low residual risk 
rating would mean that either corruption scheme is inherently a low rated risk or is 
substantially mitigated by the controls.

Calculating Residual Risk Rating 

Example:

A High Inherent Risk Rating: Impact-Critical; Likelihood-Likely

a) If the effectiveness of internal controls over Likelihood and Impact is either 
SATISFACTORY or SOME WEAKNESSES, the ratings for likelihood and 
impact of the inherent risk would be able to bring down to a scale lower.

Therefore, the inherent risk rating is lowered from HIGH to residual risk rating of 
SIGNIFICANT - Impact: MAJOR; Likelihood: UNLIKELY.

b) If the effectiveness of internal controls over Likelihood and Impact is WEAK, 
the residual rating for Likelihood and Impact would remain at the same level of 
inherent risk rating, i.e. the residual risk rating is not able to bring it down to a 
scale lower than the inherent Likelihood and Impact rating.

Figure 11: Example of Inherent risk ratings.
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Department/Key Process/
Unit: Procurement

Risk 
No.

Step 1 Step 2 (A) Step 2 (B)
Corruption Risk Corruption Scheme Root Causes

1 Offer bribe to the 
officials by the vendors 
to secure contract 
(Rating- Likely)

1. Offer intentional 
gifts to the 
procurement 
officer

2. Improper 
monetary 
payment by 
the vendors 
to the Tender 
Evaluation 
Committee 
members.

3. Unethical 
Local business 
environment;

4. Weak internal 
control system to 
check bribe.

Loss of reputation;
(Rating-Major)

Legal consequences 
(investigation) 
(Rating-Moderate)

Step 3: Inherent Risk Rating

Inherent Risk Rating

Likelihood Impact Inherent Rating
Likely Major (always take 

the worst case sce-
nario)

High

Step 4: Identify Controls
Internal Controls Corruption Scheme/

Root Causes
Likelihood/Impact 
/both

	Gift Rules-Restriction of Gifts from 
prohibited sources and gift declaration

	Employee Code of Conduct;
	Tender evaluation reports are published 

on agency website.

1, 2 & 4

1 & 2
1, 2 & 4

Both

Likelihood Impact

Step	5:	Evaluate	Control	Effectiveness
Existing Controls Effectiveness Rating 
	Gift Rules-Restriction of Gifts from 

prohibited sources and gift declaration 
(Rating-Some weakness)

	Employee Code of Conduct; (Rating-
Satisfactory)

	Tender evaluation reports are published 
on agency website.(Rating-Satisfactory)

Satisfactory
Some weakness Some weakness 

(take the worst case 
scenario)

Weak

Step 6: Residual Risk Rating

Residual Risk Rating
Likelihood Impact Residual Risk 

Rating
Moderate Moderate Significant

Table 13: A Sample Risk Register for Step 6 (Residual Risk Rating).
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3.2.2. Step 7: Risk Treatment Option

There are primarily 3 corruption risk treatment options as shown in Table 14.

SN Risk Treatment 
options Description

1) Terminate A risk associated with the activities residing within a 
business process. Thus, terminate a corruption risk by 
terminating the business activity.

This option is considered limited as majority of the busi-
ness processes are required for operating an organization.

2) Reduce For residual corruption risks which are rated as HIGH and 
SIGNIFICANT, the management can choose to reduce the 
risk rating to MODERATE or LOW.

There are 2 ways to reduce the residual risk rating:
a) Put in additional controls, as the existing controls 

are not adequate;and/ or
b) Enhance the effectiveness of the existing controls 

by considering one or more of the followings:
•	 Training;
•	 Communication;
•	 Monitoring;
•	 Competency; and
•	 Enforcement.

3) Accept Corruption risks that are ranked MODERATE and 
LOW which are considered as risk that fall within the 
risk appetite of the organization, the management can 
choose to accept the risk. Once accepted, no further risk 
action plan is needed.
Management may choose to implement additional risk 
mitigation controls if it believes the cost-benefit can be 
an advantage, but not essential.

After accepting the risks, management will still 
need to continuously monitor the effectiveness of the 
internal controls to ensure that the internal controls are 
satisfactory at all times.

Table 14: Risk Treatment options.
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Department/Key Process/
Unit: Procurement

Risk 
No.

Step 1 Step 2 (A) Step 2 (B)
Corruption Risk Corruption Scheme Root Causes

1 Offer bribe to the 
officials by the vendors 
to secure contract 
(Rating- Likely)

1. Offer intentional 
gifts to the 
procurement 
officer

2. Improper 
monetary 
payment by the 
vendors to the 
Tender Evaluation 
Committee 
members.

3. Unethical 
Local business 
environment;

4. Weak internal 
control system 
to check bribe.

Loss of reputation;
(Rating-Major)

Legal consequences 
(investigation) (Rating-
Moderate)

Step 3: Inherent Risk Rating

Inherent Risk Rating

Likelihood Impact Inherent Rating
Likely Major (always 

take the worst case 
scenario)

High

Step 4: Identify Controls
Internal Controls Corruption 

Scheme/Root 
Causes

Likelihood/Impact /both

	Gift Rules-Restriction of Gifts from 
prohibited sources and gift declaration

	Employee Code of Conduct;
	Tender evaluation reports are published on 

agency website.

1, 2 & 4

1 & 2
1, 2 & 4

Both

Likelihood Impact
Step	5:	Evaluate	Control	Effectiveness
Existing Controls Control	effectiveness	

Rating 
	Gift Rules-Restriction of Gifts from 

prohibited sources and gift declaration 
(Rating-Some weakness)

	Employee Code of Conduct; (Rating-
Satisfactory)

	Tender evaluation reports are published on 
agency website.(Rating-Satisfactory)

Satisfactory
Some weakness Some weakness (take the 

worst case scenario)

Weak

Step 6: Residual Risk Rating

Residual Risk Rating
Likelihood Impact Residual Risk Rating

Moderate Moderate Significant

Step 7: Risk Treatment Option

Risk Treatment Option
Terminate Treatment Option

Reduce Reduce
Accept

Table 15: A Sample Risk Register for Step 7 (Risk Treatment Option).
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3.2.3. Output: Analysis and summarizing the findings of CRM

After the CRM workshops and once all the identified risks are assessed and 
information on the existing internal controls is gathered, the CRM Team should 
consolidate and analyze the findings of its desk research and CRM workshop. During 
the consolidation, the team may also seek further consultation with the risk owners 
and validate the findings if required.

Activities involved in this stage include:

a. Risk Recording and Developing Corruption Risk Profile

•	 Corruption Risk Profile is the key output of the CRM. All the findings 
and results of risk assessment should be consolidated and recorded in the 
following risk documentation:

•	 Risk registers – The output of the CRM workshops can be documented 
using detailed spreadsheets template called Risk Register. This is used to 
document the contents derived from the 7-Steps risk assessment process. 
Each risk factor, risk, scheme, internal controls and risk ratings can be 
individually documented in a risk register. A sample risk register is provided 
in Appendix7;

•	 Risk Summary – Provide the summary of all identified corruption risks, 
their ratings and risk treatment options. A sample Risk Summary is provided 
in Appendix8; and

•	 A Risk Map – The simpler way to summarize corruption risk and its 
assessment is to develop Corruption Risk Map/Heat Map. A corruption 
risk map shows the identified corruption risks, placed according to their 
probability and potential impact, on a background of multiple colours, 
which represent different levels of risk. The purpose of risk map is to allow 
management to spend less time understanding the data and more time in 
thoughtful discussion of key risk issues. A sample Risk Map is provided in 
Appendix 9.

b. Summary Report

The CRM process involves a variety of stakeholders in varying levels of engagement 
to produce the final assessment and conclusion. Along with the above outputs, the 
CRM Team should prepare a summary report as an output of the overall CRM process 
and share the same with management of an organization.

04Section 3. Process of CRM
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Note: Risk contents recorded in the above risk documentation are considered 
confidential and sensitive information. The CRM team/management has the 
responsibility to safeguard the confidentiality of the information.

The summary report would concisely include the following contents:

•	 Executive Summary;
•	 Statement of the Purpose and Objectives;
•	 Summary of Approach/work steps and stakeholders involved;
•	 Summary of Corruption Risk Profile;
•	 Corruption Risk Map;
•	 Key mitigating controls;
•	 Key risk factors;
•	 Proposed Action Plan;
•	 Broad Recommendations;and
•	 Acknowledgment (thanking participants, advisors, other contributors and 

appendices (Appendices should include: Programs, Risk Register, Action 
Plan Template, list of participants,etc).

Section 3. Process of CRM04
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Section 4: Exiting and Adoption of CRM Action Plan05

a. Exit Meeting

Upon completion of the corruption risk assessment, an Exit Meeting with the 
management of an organization should be organized to formerly conclude the CRM 
exercise. During this meeting, the CRM Team should present the findings and discuss 
on way forward to mainstream anti-corruption programmes in the organization.

b. CRM Action Plan

CRM Action Plan should be developed by an organization based on CRM findings and 
recommendations. The Action Plan should be developed based on the risk treatment 
options contained in the summary of corruption risk profile:

•	 TERMINATE;
•	 REDUCE;and
•	 ACCEPT.

While developing the action plan, the following must be ensured:
a) Action plan should be practical, visionary, and implementable and it should 

not be too ambitious. In a way, it should be SMART;
b) As far as possible CRM Action Plan has to be integrated in the annual work 

plan of an organization wherever possible;
c) Based on the detailed mitigation measures, a dedicated official should be 

appointed as a focal to spearhead its implementation;
d) A timeframe must be set along with the activities whereby measures have to 

be broken down into activities; and 
e) The timeframe should not stretch beyond one year since it has to be assessed 

after every 6 months.

The risk Action Plans shall have direct effect to reduce either or both:

1. Impact (or consequences) of the risk;
2. Likelihood (or frequency) of the risk.

A “Targeted” risk rating will be included to provide an overall guidance of the 
expected outcome of CRM action plan See appendix 10.
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Monitoring in this case refers to the checks and balance systems that is instituted in 
an organization for reviewing and monitoring the implementation of CRM action 
plan and its impact. The agency must monitor and review the implementation of 
action plan at least bi-annually and may submit a copy of review report to ACC. See 
appendix 11.

Monitoring involves the following process:
a) Organization submits CRM implementation status report to Risk Management 

Unit/Sector concerned after 6 months of its implementation;
b) The particular facilitator/reviewer must review the action plan and provide 

necessary comments and recommendations for further improvement during 
the bi-annual review;

c) The reviewer may request organization/department concerned for evidences 
and proof of documents (Example. If Committees are formed,who are its 
members? If service standard is developed, get a copy of it); and

d) Based on the additional recommendation, the management should refine 
CRM action plan and circulate to the relevant department/units for 
implementations.

Evaluation of CRM Action Plan and its Results: Evaluation can help establish 
whether the CRM Action Plan’s goals of reducing corruption and vulnerability to 
corruption have been achieved. The Evaluation would entail two components: i) 
Implementation of the CRM Action Plan and ii) measuring its Results. Prior to the 
evaluation of the Action Plan, CRM facilitator must develop some relevant indicators 
based on its action plan to measure the success of CRM implementation. See appendix 
17.

For budgetary agencies, the evaluation of CRM Action Plan can be integrated in the 
Government’s Performance Management Systems (GPMS) whereby the organization 
report its implementation status through GPMS and the final assessment can be 
carried out as a part of the assessment of agency’s Annual Performance Agreement. 
Agencies that do not report through GPMS, can be directly reported to ACC/Risk 
Management Unit/department concerned and the assessment can be carried out by 
ACC/Risk Management Unit/department concerned, whichever is appropriate.

Note: Evaluation involves understanding of selecting the right indicators:
	Need to have pre-determined measurable indicators of change/progress:

−	 Actions taken, knowledge acquired, attitude change;
−	 Are actions taken in accordance with the laws;
−	 New procedures properly communicated and understood; and
−	 Previously identified corruption risks properly mitigated.

	Some indicators need longer time to assess – attitudes, ethical standards of personnel; 
and

	Assessment indicators must link to source of data.

Section 5: Monitoring and Evaluation06
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Table 16: An example of measuring the results of CRM Action Plan.
(Source: “Integrity Action Plan – A Handbook for Practitioners in Defence Establishments).

Note: The results of monitoring and evaluation of CRMs shall provide the basis 
for continuous improvement of CRM process- its suitability, adequacy and 
effectiveness. Lessons learnt from each engagement with the clients should be 
recorded and shared in each engagement if possible. The CRM Team/facilitator 
must maintain database for CRM in each organization/department.

04Section 5: Monitoring and Evaluation

During the conduct of CRM, the evaluation of the CRM workshop is assessed using 
evaluation form in appendix 16.
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Strategic interviews with the top management

Objectives:

	Gaining an understanding of top management expectations of CRM initiative 
and align CRM outputs;

	As an engagement approach to gain buy-in from the top management;and
	As a demonstration of top management commitment which could provide 

confidence to the staff and motivate them to contribute in the risk assessment 
workshop later.

Strategic interview shall be guided by a set of interview guides, with guided questions 
to find out the key concerns of top management in corruption prevention. A sample 
interview questionnaire is provided in appendix 4.

Corruption Risk Assessment Workshops
CRM workshop is one of the approaches to obtain corruption risk information from 
the participants/stakeholders. Conducting CRM workshop requires preparation and 
normally would take about 2 days.
The following are some of the Do’s and Don’ts of conducting a corruption risk 
assessment workshop:

Do’s:

	Prepare and print facilitation guides:
o 1-page quick reference guide;
o Potential corruption risks; and
o Risk register template.

	Logistic arrangement:
o Confirm date and venue;
o Transportation; and
o Confirm number of participants.

	Equipment:
o LCD projector;
o White board;
o Papers – large papers, A4papers;
o Marker pens;
o Laser pointer; and
o Laptops.

During workshop:

o Be early;
o Have a key speaker or main facilitator;

07Section 6. Reference Note for CRM Facilitator/Team
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o Brief participants with clarity the purpose of workshop;
o Address any questions or concerns from participants before workshop;
o Encourage participants to contribute in the workshop – let them talk more;
o Emphasize that CRM is for corruption prevention and focus on internal 

controls;
o Give examples or case studies to make participants familiar with the process;
o Make a stand or stress a point if the question touch on areas of principles or 

rules;
o Help team members; and 
o Go with an open-mind.

Post-workshop:

o Show the summary of results to the participants; and
o Brief participants on the next steps.

Don’ts:
	Go in workshop with empty mind – prepare business understanding 

document and process analysis;
	Belate;
	Argue with the participants;
	Let a vocal person dominate the workshop;
	Overly explain certain points;
	Let team members argue among themselves;
	Over promise; and
	Assume to know everything.

Some Critical Success Factors for CRM

Critical success factors of a CRM include:
	CRM Team:

−	 Competent team members with knowledge and experiences;
−	 Good teamwork;
−	 Exercise openness, diligence and commitment.

	Obtain buy-in from the client:
−	 Good communication;
−	 Observe protocol; and
−	 Demonstrate commitment and tone from the top.

	Quality deliverables:
−	 The team produce corruption risk reports with quality contents;
−	 Good presentation skills; and
−	 Timely follow-up with the client.

Section 6. Reference Note for CRM Facilitator/Team07
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−	
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Sample Template for Strategic Analysis
Strategic goals

Increase public 
usage by 20% p.a.
Plan, design and 
implement the 
development 

strategy with local 
government of a 
high technology 

park

Enhance efficiency 
by implementing 
ICT (technology)-
based processes

Product innovation
Develop new 

designs (2 new 
designs per year) 
through research 
and development 

projects

Create an 
efficient and 

dynamic working 
environment with 
integrity and good 

governance

Appendix 1.     Sample Template for Strategic Analysis

Key Processes linked to strategic goals
Project management 

(construction, 
procurement)

ICT 
management

R & D 
process

Human 
resource 

management

Financial 
management

Potential Corruption Risks (linked to key processes)
Solicit bribe to 
allow loose contract 
terms to favour 
an interested sub-
contractor

Manipulation of 
specifications of 
ICT equipment 
to intentionally 
cater for 
interest party

Leakage 
of R&D 
information to 
competitors

Misuse of 
discretion and 
authorization 
over the 
expenditure 
for offices 
in foreign 
countries

Management 
over-write for 
payment of 
incomplete 
work

Collusion among 
site Managers and 
Checkers to certify 
non-compliance 
structure

Collusion with 
suppliers to 
supply low 
quality parts

Bribery to 
government 
officials to 
register the 
patents/ 
trademarks

Hiring of 
“own” people 
to smooth the 
tendering and 
awarding of 
contracts

False claims

Bribery to 
government officials 
for approval of 
unsafe building 
designs

Use of 
middleman 

R&D grant 
embezzled

Waiver of job 
rotation for key 

positions
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• Supply strategies
• Supply market knowledge
• Vendor performance ratings 

for current vendors
• Standard contract clause 

library

• Customer requirements
• Project requirements
• Future markets and 

project activities

• (Initial) material 
• specifications
• Volumes
• Time lines
• Project budget 

estimates

Sample Template for Process Analysis 
The following illustrates an example of process analysis for Procurement Process.

PROCURE VENDORS

Process Objectives

Critical Success 
Factors (CSF’s)  

• Costs (1,2)
• Quality (3,4,5,6)
• Timeliness (7,8,9)
• Lead times (8)
• Inventory (7,8)
• Speed of payments 

(1,2,7,8)
• Process efficiency 

(7,8)
• Integrity – hire 

the right people (1-9)  

 

Inputs 

1. Minimize total costs related to the buying and use of materials of 
vendors while maintaining competitiveness

2. Competitive pricing
3. Reduction of quality rejects
4. Reduction of service costs and claims related to materials that 

were applied
5. Reduction of quality costs resulting from use of materials 

throughout their life cycle
6. Reduction of safety, health and environmental risks related to 

using the materials
7. Improvement of timely deliveries
8. Reduction of delivery lead times
9. Reduction of ‘waste’ in working processes and improving the 

efficiency of working together with vendors

KPI’s Linked to CSF’s

 ¾ yearly materials spend % of total company turnover
 ¾ project materials cost as % of total project cost
 ¾ project materials cost as % of total project value
 ¾ number of long term contracts (covering more than one project)
 ¾ % of purchase volume covered by long term contracts
 ¾ % of orders delivered complete and % of orders delivered in time
 ¾ average lead time of orders
 ¾ value of inventory and average inventory in days (weeks, months) 
of consumption

 ¾ days between delivery of materials and payment
 ¾ number of vendors, average number of items and turnover per vendor
 ¾ average number of bids, contracts, orders, invoices and receipts per 
project

 ¾ average represented value of tenders per vendor, orders and invoices

Sample Template for Strategic Analysis
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Appendix 2.     Sample Template for Process Analysis

Activities

Systems

Definition 
of required 

project in terms 
of material 

specifications, 
volumes, 
timelines, 
budgets

Definition of 
vendor profile 
and research 

supply markets

Identify and 
evaluate 
potential 
vendors 

based upon 
specifications, 

profile and 
performance

Invitation to 
tender (ITT) 
and tender 

clarification 
meetings

Evaluation 
of submitted 
tenders and 
negotiations

Selection of 
vendor and 
contracting

Sharing of 
continuously 

updated project 
schedules

Ordering of 
materials 
according 
to project 
schedules

Order 
monitoring and 

expediting

Receiving 
and quality 
inspections 
of delivered 

materials

Invoice 
matching and 
clarification

Initiation 
of invoice 

payments based 
upon contract 

conditions

Update 
of vendor 

performance 
rating data

Manage vendor 
base based upon 

performance

Initiate more 
structural 

improvements 
in working 
methods

• Vendor data 
base

• Materials data 
base

• Catalogue 
systems

• Contract clause 
data base

• Vendor 
performance 
rating system

• Integrated project management, 
forecasting, inventory management, 
ordering, receiving and accounts payable 
system

• EDI

Classes of 
Transactions

Routine

• Tendering
• Scheduling
• Ordering and 

order monitoring
• Receiving, 

inspecting and 
storing

• Performance 
updates

Non-Routine

• Project definitions
• Supply strategies and 

vendor profiling
• Market research and 

(new) vendor evaluation
• Contracting
• Vendor base 

management
• Continuous 

improvement activities

Accounting Estimates

• invested capital in inventories
• (on site, shipped and ordered)
• accounts payable (invoices)
• returns
• claim settlement
• financial stability of creditors
• cash flow optimization
• tax and duties (e.g., imports)
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Corruption Risks/ Schemes Which Threaten 
Objectives

A. Manipulation of specification – 
intentionally to poorly defined 
specifications to benefit the interested 
parties (1,5)

B. Tailored the specific specifications so 
that a pre-determined vendor can win 
the job (1,4,8)

C. Leakage of price information (3,5,9)
D. Cartel arrangement to control the 

price and supplies (1,2, 3,4,5,6)
E. Collusion to approve a poor 

performance vendor or vendor with 
unavailable qualification (1,2,3,7,8)

F. Collusion to approve a non-
existence vendor by submitting false 
documentations (1,2)

G. Approve poor or loose contracts 
terms and obscure definitions of 
responsibilities (3,4,7,8)

H. Intentionally focus on routine 
activities and no attention for vendor 
management (1,7,8,9)

I. No or fake performance evaluation 
(7,8,9)

Controls Linked to Risks

 ¾ Open tender process – where vendor 
involvement in specification phase 
(and thus early competence based 
vendor selection by applying, e.g., 
audits) (A, B ,C,E,J)

 ¾ Tender selection committee - Early 
qualification and selection of 
preferred vendors (E,F,I)

 ¾ Independent cost evaluation - total 
cost evaluation methods and tools 
(D,E,F,I,J)

 ¾ Continuous market research by 
centralise procurement function 
(E,G)

 ¾ Standard qualification and selection 
procedures, training of personnel (E)

 ¾ Integrated IT systems and discipline 
in maintaining data quality (G)

 ¾ Detailed, pre-defined standard 
contract clauses – which include 
anti-corruption clauses (H)

 ¾ Long term, strategic focus (C,D,J,K)
 ¾ Organizational distinction between 
non routine and routine tasks (see 
above) (I)

 ¾ Vendor rating systems linked to 
contract clauses (J)

 ¾ Job rotation – key procurement 
personnel 

 ¾ Procurement code of conducts

Sample Template for Process Analysis
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Appendix 3.     IDT Questionnaire

Organizational Integrity Questionnaire

The questionnaire survey aims to assess your organization's integrity practices to help 
develop plans for improvement. The responses and comments at all participants will 
be treated as confidential. Please read the following instructions before completing 
the questionnaire.

1. Rate your organization in terms of the state it is in currently, not as you would 
like it to be.

2. Choose one of the ratings that best fits the statements in the questionnaire and 
mark "" in the box.

3. Refer the Appendix on the next page for definition of some terms in the 
questionnaire.
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Organization: 

Department/Division/Units: 

Years of Service:  Less than 3 years
   3-10 years
   More than 10 years

Gender: Male  Female

Position Category:  EX/ES
   P1-P2
   P3-P5
   S1 and below
   Others

Appendix:

Checks and Balances: refers to a system of quality control that ensures things (or 
people) stay within the prescribed limits and guidelines.
Code of conduct: A set of rules or protocol that explains how people in an organization 
should conduct themselves.

Conflict	of	interest: A conflict between the official duties and the private interests 
of an employee, including not only his/her vested interests but also those of his/her 
family

Core values: values that the organization holds which form the foundation on which 
the employees and management perform work and conduct themselves
Ethical behavior: Honesty, fairness and equity in interpersonal, professional and 
academic relationships

Grievance: A grievance is any dissatisfaction or sense of injustice, or unfairness felt 
by a staff member in connection with his/her work or employment
Grievance Redress channels: Procedure/channels that is intended to facilitate the 
effective handling of grievances that may from time to time present themselves in the 
working environment.

Integrity: Quality of being honest, whole, complete and having strong moral 
principles.
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Management: Management refers to the decision makers in an organization which 
includes above Chief and equivalent position 

Mission: Work that the organization believes it is their duty to do.
Professionalism: possessing right attitude and aptitude supported by strong values
Stakeholders/Clients: includes contractors, suppliers, consultants and volunteers 

Top Leaders: Head of the organization including Directors and above (for e.g; 
Director, Commissioners and Chairperson in ACC) 

Vision: Brief inspiring statement of what the organization intends to become and to 
achieve at some point in the future.  

Thank you for your participation
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This document serves as a reference guide for the discussion between interviewers 
and the interviewee, to help facilitate the exploration of issues affecting integrity and 
governance in Apex Construction Plc (“Apex”)

The interview time is estimated to be 45 minutes. In the interest of time, this interview 
guide is to be used to provide the reference for elaborating key points.
 

Questions

I. Corporate Strategies and Business Objectives 

  In achieving the vision and mission of APEX, in terms of integrity and gover-
nance, what are the areas most important to you? 

  (“What are the core values most important for APEX to achieve the strategic 
objectives?”)

  How do you monitor that the management has provided the necessary re-
sources to achieve APEX’s strategic objectives, in the context of integrity and 
governance? 

  (“How do you make sure that integrity and governance is one of the core ele-
ments in key management decision-making?”)

  What are the key performance measurement for management to determine the 
level of integrity and governance in achieving the strategic objectives? 

  (“How does APEX demonstrate integrity?”)
  Kindly share with us the potential corruption risks that threaten the attainment 

of strategic objectives
  What are the key controls that could mitigate these corruption risks?
 

II. Internal	and	External	factors	affecting	the	level	of	integrity	and	gover-
nance

  What are some internal factors which may impact the overall corruption 
prevention initiatives in APEX and more specifically in the key divisions in 
APEX? 
(You might consider using SWOT analysis below to develop your response)  
• Areas where APEX has Strengths
• Current areas of Weakness or concern
• Opportunities coming up 
• Threats on the horizon

Appendix 4.      Sample Questionnaire for Strategic Interview
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  Which of the following areas, when there are changes, will significantly affect 
the level of integrity and governance in APEX? (External factors)
(“In your opinion, which of the following will increase the level of corruption 
in APEX the most?”)
• Political
• Economic
• Social
• Technology
• Legal
• Environmental

III. Business Operations 

  Which of APEX’s business operations are most likely to be affected by 
corruption? Factors might include: 

  Outside interference
  Supplier practices
  Inferior substitutes of products and services 
  Buyer/ customer practices
  Competition forces, eg threat of new entrants

  In summary, what are the top 5 corruption risks you think may significantly 
affect APEX?

  What internal controls are most important in corruption prevention at APEX?

IV. Conclusion

Details of the Interview

Interviewee  - 
Title  - 
Interviewer 1  - 
Interviewer 2  - 
Interviewer 3  -           
Interviewer 4  -           
Interviewer 5  -           
Interview Date  - 
Interview Time  - 
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Business Understanding Document

Client Year End Ref No.

Prepared by Date

Background information     

History     

Vision     

Mission     

Core values     

Strategic Objectives
And Key Performance Indicators (KPIS)     

Organization structure     

Financial Information     

Stakeholders – External
(and the relevance to anti-corruption)      

Stakeholders – Internal 
(and the relevance to anti-corruption)     

Overall Anti-Corruption Initiatives And the related KPIs   
And the related KPIs  

Appendix 5.      Template for Business Understanding Document



61

External and Internal factors

What are the impacts from the changes in external and internal factors on the level of 
corruption of the organization:

• External factors - Political, economic, social, technology, legal, environment
• Internal factors - People, system, process, governance, resources, strategy

External Factors

Factors Related Corruption Risks

1 Political [Write the notes here] [State the related corruption risks here]

2 Economic

3 Social

4 Technology

5 Legal

6 Environmental

Internal Factors

Factors Related Corruption Risks

1 Political [Write the notes here] [State the related corruption risks here]

2 Economic

3 Social

4 Technology

5 Legal

6 Environmental
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Level of Integrity

a) Satisfactory - Safeguard
b) Need Improvement – Proactive actions
c) In crisis – Immediate/ drastic actions

1. Integrity Diagnostic Tool (“IDT”)

Remarks

A Overall Scoring

B Summary Report

C Conclusion

2. Audit Reports

Remarks

A Key Findings [Highlight points that are related to 
corruption]

B Status of implementation of recommendations 

C Overall Conclusion

3. ACC Complaints

Remarks

A Key Complaint areas [Highlight areas that are related to 
corruption]

B Overall Conclusion
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Strategic goals

Key Activities/ Processes linked to strategic goals

Key Activities/ Processes linked to strategic goals

Potential Corruption Risks Linked to Strategic Goals and Key Processes
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Sample Risk Assessment Parameters:

Control Effectiveness 

Satisfactory Controls are strong and operating properly providing a reasonable 
level of assurance that objectives are being achieved.

Some 
weaknesses

Some control weakness/inefficiencies have been identified. Although 
these are not considered to present a serious risk exposure, 
improvements are required to provide reasonable assurance that 
objectives will be achieved.

Weak
Controls do not meet an acceptable standard, as many weaknesses/
inefficiencies exist. Controls do not provide reasonable assurance that 
objectives will be achieved.

Likelihood Parameters

Likelihood Description

Almost certain High probability is expected to occur in most circumstances.
Approximately 90% chance of occurring in the next 12 months

Likely
Will probably occur in most circumstances.
Approximately below 90% but above 70% chance of occurring 
in the next 12 months

Moderate
Some probability might occur half of the time.
Approximately below 70% but above 40% chance of 
occurring in the next 12 months

Unlikely
Little probability could occur at some time.
Approximately below 40% but above 10% chance of occurring 
in the next 12 months

Rare
Low probability occurs only in exceptional circumstances.
Approximately below 10% chance of occurring in the next 12 
months

Appendix 6.      Sample Risk Assessment Criteria/Parameters
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Factor Consequences
Insignificant Minor Moderate Major Critical

Image/ 
reputation

Low impact: 
False 
complaints
Eg. There are 
complaints but 
may not be 
true.

Low impact: 
Substantiated 
complaints
Eg. Complaints 
related to 
administrative 
lapses/
integrity 
violations 
which have 
some negative 
influence.

Substantiated 
complaints: 
Public 
embarrassment
Eg. Reported 
in mass media 
but containable 
(misuse of office 
resources).

Long term 
damage to 
public official: 
Substantiated 
Complaints: 
Public 
embarrassment
Eg. Loss public 
support to 
contest in future 
elections.

Substantiated 
Complaints: 
Public 
embarrassment, 
highly 
widespread 
news profile
Eg. Deprive 
the right of 
agency’s 
operation, 
Public demand 
to dissolve the 
agency.

Financial 
loss

Additional 
costs/ funding/ 
wastages
< 5% of the 
overall budget 
of 1 FY

Additional 
costs/ funding/ 
wastages
Between 6 to 
15%

Additional 
costs/ funding/
wastages
Between 16 to 
25%

Additional 
costs/ funding/ 
wastages
Between 25 to 
30%

Additional 
costs/ funding/ 
wastages
Above > 31%

Regulatory Warning/
Reprimand

Moderate fines Substantial 
Penalties
Demotion/
transfer.

Substantial 
Penalties
Criminal 
charges: 
investigation, 
suspension, 
detention, etc.

Major scrutiny-
Investigation, 
Conviction and 
termination

Safety and 
quality

Substandard 
work quality
Destruction/
Renovation 
after 1 year 
or so.

Substandard 
work quality
Destruction/
Renovation 
after 6-8 
months.

Substandard 
work quality
Destruction/ 
Renovation after 
3-5months.

Substandard 
work quality:
Eg. Destruction/
Renovation after 
1-3 months.

Major 
destruction/
impact on 
citizen’s live, 
Loss of citizen’s 
life.
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DEPARTMENT: ___Human Resource Division

Corruption risk # 01: Abuse of function by HRC members in nomination for Short 
Term Trainings

Step 1 Step 2 (A) Step 2 (B)

Risk # Corruption 
risk Corruption scheme Root causes Impact/ 

Consequences
01 Abuse of 

function by 
HRC members

1. The HRC 
members favouring 
one’s relatives/
associates during the 
nomination for Short 
Term Trainings;
2. A member 
influencing other 
committee members 
to nominate his/her 
candidate.

1. Conflict of 
Interest of HRC 
members;
2. Peer pressure 
(scratching each 
other’s back);
3. Non-declara-
tion of Conflict 
of Interest.

1. Trust and 
confidence 
(major)
2. Loss of 
employee’s 
morale (major)

Step 3 – Inherent Risk Rating

Likelihood Impact Inherent Risk Rating
1. Abuse of function by HRC members Likely Major HIGH

Control evaluation

Step 4: Identify controls

Internal controls Corruption scheme 
/ Root causes #

Impact/ 
Likelihood/ Both?

1. Abuse 
of function 
by HRC 
members

  Employee Code of 
Conduct;

  Training on ethics and 
integrity;

  Grievance Redress 
channels.

1,
1,
1,

Likelihood (SW)
Likelihood (SW)
Likelihood (SW)

Additional Controls:
  Declaration and 

management of Conflict 
of Interest situations.

Sample Risk Register

Risk Register
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Step 5: Evaluate Control effectiveness

Control effectiveness Satisfactory
Some weakness
Weak

*Note: Please tick
Step 6 – Residual risk rating

Impact Likelihood Rating
Residual risk rating Major Unlikely Significant

C. Step 7: Risk Treatment Option

RISK TREATMENT OPTIONS   Terminate
  Some weakness
  Weak

Step 8: Management Action Plan

No: Action Plan Remarks
1

Step 9 – Target Risk Rating (after action plans)

Target Impact Target Likelihood Target Rating
Target risk rating** Moderate Unlikely Moderate

(**Note: The desire outcome of risk rating after implement risk action plan).

Appendix 7.     Sample Risk Register
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SN Prioritized Risk Detailed plan/
recommended 

measures

Responsibility Timeline (Jul.. 
-Jun..)

Qtr 
I

Qtr 
II

Qtr 
III

Qtr 
IV

1 Abuse of 
authority in 
approval of visa

Finalize and 
implement Standard 
Operating Procedure 
on approving and 
issuing visa

Chief, Visa 
Section

2 Abuse of 
authority in 
issuance of 
permits

Institute Grievance 
Redress channels

Chief, HRD

3

Appendix 10.       Sample CRM Action Plan

Appendix 9.     Sample Risk Map
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SN Prioritized 
Risk

Detailed plan/
recommended 

measures

Responsibility Details of the 
implementation 
of recommended 

measures

Significant 
Achievement

1 Abuse of 
authority in 
approval of 
visa

Finalize and 
implement 
Standard 
Operating 
Procedure on 
approving and 
issuing visa

Chief, Visa 
Section

Finalized the 
SoP and shared 
to the employees

100 % 
Achieved

2 Abuse of 
authority in 
issuance of 
permits

Institute 
Grievance 
Redress 
channels

Chief, HRD Drafted the 
procedures 
for Grievance 
Redress channels 
but yet to imple-
ment

In-progress

3

Explanation Note:

1. Column 1 to 4 are to be transferred from CRM Action Plan that was adopted by 
the management.

2. Column 5 should be a description of activities undertaken to implement the 
proposed measures and outputs generated by these actions.

3. Column 6 should list down the achievements-indicate what has been achieved or 
indicate in percentage.

Appendix 11.     
Reporting Template: Status on implementation of CRM 
Action Plan
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Entity-Level Controls

  A formal anti-corruption compliance programme;
  An Anti-Corruption or Compliance Committee mandated to review or receive 

updates on all high-risk transactions;
  Written standards (i.e., the code of conduct and anti-corruption and other related 

policies);
  Anti-corruption training and communication for employees;
  Tone from the top;
  Employee background checks;
  Whistleblower system;
  Gift, entertainment, and hospitality request approval and tracking;
  Conflict of interest certification/disclosure process;
  Third-party contract provision on compliance;
  A competitive bidding/selection process including RFP dissemination to 

prospective vendors and proposal review;
  Risk tier classification system for third parties;
  Third party due diligence (in line with the designated risk tier);
  Multiple levels of vendor contract approval or internal sign-off (e.g., requiring 

approval from procurement, the legal and compliance functions, and local 
management);

  Accounting controls on vendor invoice review, approval, and payment;
  An employee culture of ethics and knowledge assessment; and
  Mandatory rotation of key management level personnel in high risk locations.

Scheme-Specific Controls – Hiring Consultants

  A process for documenting a business need for hiring a consultant;
  Consultant due diligence/screening with specific aspects such as background 

check, screening against politically exposed persons (“PEP”) lists, a references 
and credentials check, prior engagements, reputation, and a sample work product 
review (depending on the risk tier);

  Consultant certification of compliance (initial and at periodic intervals, e.g., 
annually) such as an anti-corruption policy acknowledgement and certification, a 
vendor code of conduct, etc.;

  Anti-corruption training and communication activities targeted to the procurement 
personnel involved as well as to the consultant’s hiring/ongoing management and 
to the consultant him/herself;

Appendix 12.     Examples of Anti-Corruption Internal Controls



72

  A process for documenting a business need for hiring a consultant;
  Consultant due diligence/screening with specific aspects such as background 

check, screening against politically exposed persons (“PEP”) lists, a references 
and credentials check, prior engagements, reputation, and a sample work product 
review (depending on the risk tier);

  Consultant certification of compliance (initial and at periodic intervals, e.g., 
annually) such as an anti-corruption policy acknowledgement and certification, a 
vendor code of conduct, etc.; and

  Anti-corruption training and communication activities targeted to the procurement 
personnel involved as well as to the consultant’s hiring/ongoing management and 
to the consultant him/herself.
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Corruption Risk Scheme
Procurement/Construction Service
  Misuse of privileged Information 

during the tendering of bids.
The site engineer sharing information 
such as bid estimates, evaluation 
criteria, etc. to a contractor who h/she 
has personal interest.

  Abuse of functions by the Committee 
members during the evaluation of 
bids.

Manipulating the bid evaluation 
criteria to favour certain bidder.

  Solicitation/acceptance of bribe 
during the execution of contract.

The site engineer soliciting/accepting 
gifts/gratifications from the contractor 
during field inspection.

Human Resource/Administration 
Service
  Misuse of public resources. Officials using office resources such 

as pool vehicles/equipment for private 
purpose.

  False claims by the employees. False claims through manipulation of 
TA/DA claims and bills.

  Abuse of functions in HR decisions. Favouring certain employee during 
nomination in trainings/recruitments, 
etc.

Appendix 13.     Examples of Corruption Risks and Schemes
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Stage 1 Planning
Kick-off meeting
Preparation

Stage 2 Corruption Risk Assessment
(I) Establish Context
Step A       Understanding the organization

1 Strategic Analysis – business understanding
2 Determine and understand Stakeholders
3 Identify key processes link to strategic goals
4 Process analysis – examples, 5 key processes
5 Identify internal factors & external factors
6 Determine the level of integrity – IDT; Audit report; ACC Complaints
7 Determine risk management context:

  risk appetite/ risk tolerance level - Risk Management Department

8 Understand the strength of internal controls - Internal Audit Department
Step B Understand Top Management Expectations

a) Strategic interviews: (Interview session 1 hour, waiting time + 
Conclusion 1 hour)

1 - Head of the agency
2 - Chief Financial Officer
b) Process Analysis Interview
3 - Head of core business 1
c) Summary report of all interview sessions

(II) Corruption Risk Assessment Workshop - One (1) 2-day workshop
1 - Pre-workshop preparation

- Prepare potential list of corruption risks
- Prepare facilitators handouts

2 CRM Workshop
- A 2-day corruption risk assessment workshop

3 - Post-workshop:
3(a) Prepare risk profile and report - include verifying the facts, confirm 

the controls
3(b) Prepare summary of high level action plans
3 c     Determine the approach for action plans

(III) Closing Exit Meeting
Stage 3 Monitoring

Monitoring of:
Risk	profile,	new	risks,	risk	action	plans

Appendix 14.     Sample CRM Implementation Plan
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Lists of documents required for desk study/Context establishment

Documents Required for Desk Review/Establishing Context:

  Established Organogram and staff profile;
  Legal documents: Act, Rules, Regulations, Internal Policies/Strategies; 

Code of Conduct;
  Five Year Plan/Annual Work Plans;
  Budget and Revenue;
  Records on Disciplinary Sanctions/ethical breaches/Grievances;
  Audit Reports;
  Corruption Complaints; and
  Internal Audit Report and other internal reports.

Appendix 15.     List of documents required for Desk Study/Establishing Context
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Evaluation Form for CRM Workshops

Workshop Title:       Workshop Venue:

Thank you for attending the workshop. We would like to know if this was a valuable 
learning experience for you and would appreciate your honest responses to the 
following questions. Your feedback is anonymous and will only be used to help 
evaluate and improve future workshops.

Your Gender (Please tick one):

Male
Female

Your Position Category (Please tick one):

EX/ES
P1-P2
P3-P5
SS1-SS4
S1-S5

SECTION 1: REACTIONS TO THE WORKSHOP CONTENT

Please rate the workshop on the following items (circle one appropriate number for 
each item). We would also be grateful to receive additional comments if any in the 
space provided under Comments.

Sl.
No. Items Poor Fair Good Very 

Good Excellent Comments if 
any

1
Flow and clarity of the 
7 step process in CRM 
exercise

1 2 3 4 5

2 Identification of realistic 
corruption risks 1 2 3 4 5

3
Usefulness of the CRM 
exercise in preventing 
corruption

1 2 3 4 5

4
Usefulness of the IDT in 
enhancing ethical culture of 
my organization

1 2 3 4 5

5 Extent of interaction in the 
workshop 1 2 3 4 5

Appendix 16.     Evaluation form for CRM Workshops
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6 Effectiveness of the Group 
Activities 1 2 3 4 5

7 Duration of the workshop 1 2 3 4 5

SECTION 2: FACILITATION

Please evaluate each presenter on the following aspects. (Circle one appropriate 
number for each aspect).

Facilitator Knowledge of The 
Subject Matter

Quality of 
Responses to the 

Questions
Time Management

Communication 
Skills (language, 

clarity, audibility, 
pace etc)

Po
or

Fa
ir

G
oo

d

Ve
ry

 G
oo

d

Ex
ce

lle
nt

Po
or

Fa
ir

G
oo

d

Ve
ry

 G
oo

d

Ex
ce

lle
nt

Po
or

Fa
ir

G
oo

d

Ve
ry

 G
oo

d

Ex
ce

lle
nt

Po
or

Fa
ir

G
oo

d

Ve
ry

 G
oo

d

Ex
ce

lle
nt

1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5
1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5
1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5

Comments (if any):

SECTION 3: REACTIONS TO THE ADMINISTRATION, FACILITIES & LOGISTICS

Please rate the workshop on the following items (Circle one appropriate number for 
each item). We would also be grateful to receive additional comments if any in the 
space provided under Comments.

Sl.
No. Items Poor Fair Good Very 

Good Excellent Comments if any

1 Venue of the workshop 1 2 3 4 5

2 Setting (Conference 
Room & Facilities) 1 2 3 4 5

3 Meals and snacks at 
breaks 1 2 3 4 5

4 Pre-program 
communication



78

SECTION 4: ADDITIONAL COMMENTS

Please share if you have any other comments:

...........................................................................................................................................................

...........................................................................................................................................................

.......................................................

Thank you for taking the time to complete this Evaluation Form
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